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BCSE: Blockchain-Based Trusted Service Evaluation Model
over Big Data
Fengyin Li , Xinying Yu, Rui Ge, Yanli Wang, Yang Cui, and Huiyu Zhou
Abstract: The blockchain, with its key characteristics of decentralization, persistence, anonymity, and auditability,
has become a solution to overcome the overdependence and lack of trust for a traditional public key infrastructure on
third-party institutions. Because of these characteristics, the blockchain is suitable for solving certain open problems
in the service-oriented social network, where the unreliability of submitted reviews of service vendors can cause
serious security problems. To solve the unreliability problems of submitted reviews, this paper first proposes a
blockchain-based identity authentication scheme and a new trusted service evaluation model by introducing the
scheme into a service evaluation model. The new trusted service evaluation model consists of the blockchain-based
identity authentication scheme, evaluation submission module, and evaluation publicity module. In the proposed
evaluation model, only users who have successfully been authenticated can submit reviews to service vendors. The
registration and authentication records of users’ identity and the reviews for service vendors are all stored in the
blockchain network. The security analysis shows that this model can ensure the credibility of users’ reviews for
service vendors, and other users can obtain credible reviews of service vendors via the review publicity module. The
experimental results also show that the proposed model has a lower review submission delay than other models.
Key words: social network; trusted service evaluation model; blockchain; identity authentication

1

Introduction

With the rapid development of Internet technology,
such as big data[1] , edge computing[2] , recommender
systems[3] , the relationship between people and the
Internet has become increasingly close. The advent of
the era of big data is gradually changing people’s lives,
and especially in social networks. In service-oriented
social networks, it is extremely momentous for users and
service vendors to select authentic information from the
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huge information data. The trusted service evaluation
model is an evaluation submission and publicity model
based on the blockchain and identity authentication,
which effectively avoids the generation of false data
and ensures the authenticity and credibility of service
evaluation. Therefore, users can select reliable service
vendors based on other users’ real evaluations, and
service vendors can make targeted improvements to
their services to attract more potential users for more
profit[4, 5] .
In a service evaluation model, if vendors can reject or
delete negative reviews and insert fake positive reviews,
and if malicious users can leave false negative reviews
at will, then the reputation of service vendors will
be unreliable. This will mislead users to make wrong
service choices and seriously hinder the development of
social networks. Therefore, research on trusted service
evaluation models in social networks has become one of
the most urgent issues.
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1.1

Related work

In service-oriented social networks, effective evaluation
of trust is essential. It provides customers with valuable
information, enabling them to choose trusted service
providers, use high-quality services, and prevent money
loss. At the same time, it also filters malicious reviews
for service providers to protect reputation. Therefore,
trusted service evaluation has been widely studied.
Chen et al.[6] built a sound system in terms of a
service evaluation and selection model based on trust
gravitation, which can select optimum network services
in a short time. Zhang et al.[7] proposed a trust vector
approach that takes into account the contextual factors
in transactions, which can comprehensively indicate
the trust level of a seller for a forthcoming transaction.
However, the high computational complexity will be
included, along with the trust vector if it is applied in
e-commerce environments with millions of transactions.
In Ref. [8], two algorithms have been proposed for
trust-oriented service selection and discovery, which
provide valuable information to users, enabling them
to select trustworthy service providers. Liu et al.[9]
proposed a customer evaluation-based trust model that
can filter malicious evaluations to get comprehensive
evaluation results. Wang et al.[10] proposed a cloud
service evaluation model based on trust and privacy
awareness. This model introduced the time decay factor
to solve the problem that the trust dynamics changes
over time, which had a certain ability to resist the fraud
evaluations of malicious entities.
Currently, trustworthy service evaluation models are
usually maintained by trusted third-party organizations
which are responsible for selecting real reviews. Trusted
third-party organizations are generally implemented
through a Public Key Infrastructure (PKI), which
provides identity authentication services by issuing keys
and digital certificates[11, 12] . The credibility of service
providers’ evaluation can be guaranteed by ensuring the
authenticity of the user’s identity[13] . The blockchain is
essentially a public ledger with potential as a worldwide
and decentralized record for the registration, inventory,
and transfer of all assets, not just finances but also
property and intangible assets, such as votes, software,
health data, and ideas. Therefore, the research on identity
authentication based on the blockchain is becoming
increasingly popular.
Chen et al.[14] proposed a biometric and passwordbased two-factor authentication scheme based on the

blockchain. The biometrics are authenticated using the
hash algorithm and elliptic curve algorithm, reducing
the number of public key algorithm signatures and
verifications. Zhou et al.[15] proposed a distributed
PKI authentication system based on the blockchain
to associate user identities with certificates and solve
the decentralization problem faced by traditional PKI
systems. Fan et al.[16] and Liang et al.[17] proposed
the use of Ethereum’s anonymous account wallet to
implement network user identity management through
public key addresses. Reference [18] proposed a privacyenhancing user identity management system using
blockchain technology, which places due importance
on anonymity and attribution and supports end-toend management from user assertion to usage billing.
Reference [19] proposed a new data privacy management
framework based on the blockchain technology for
the financial sector, which improves the protection of
financial data privacy. Reference [20] proposed a method
of constructing a PKI digital certificate system based
on blockchain technology. This method can be used
as a security infrastructure in many fields, such as 4G
small cell device identity verification, network slice
identity verification, and multi-certification authority
mutual trust. However, the existing blockchain-based
authentication schemes still have common problems,
such as a large amount of calculation and low efficiency
of authentication.
1.2

Contributions

This paper proposes a blockchain-based decentralized
identity authentication scheme and designs a new
trusted service evaluation model based on the new
authentication scheme. In the proposed identity
authentication scheme, the identity authentication
function is implemented by combining cryptography
confidentiality and the modification resistance of the
blockchain. Cryptography public keys and identity
authentication records are stored in the blockchain to
form a continuous contextual data record structure. In
the proposed evaluation model, only users who have
been authenticated can submit reviews to a service
provider.
The identity authentication scheme significantly
reduces the dependence on the original authentication
center and realizes the whole process of identity
authentication to be open, transparent, and auditable,
which enhances the credibility of identity authentication.
In a BlockChain-based trusted Service Evaluation
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(BCSE) model, only users who have successfully passed
authentication can submit reviews. User’s reviews and
the records of identity registration and authentication are
stored in the blockchain to ensure the authenticity of the
evaluation received by the service vendors.
1.3

Road map

The remainder of the paper is organized as follows.
In Section 2, we present some preliminaries, such as
the blockchain and identity authentication technology.
In Section 3, we describe the proposed identity
authentication scheme based on the blockchain. We also
present the design of the identity registration module
and identity authentication module and the analysis of
the security of the proposed scheme in this section. In
Section 4, we introduce the BCSE model. We initially
elicit the framework of the designed model and then
present the workflow of the model in detail. Before
summarizing this paper in Section 6, we provide the
security analysis and experimental result analysis in
Section 5.

2

Preliminary

The following subsections briefly introduce the
blockchain and identity authentication technologies used
in this study.
2.1

Blockchain

The blockchain is a new technology of the fusion of
existing public-key cryptography, Peer-to-Peer (P2P)
networks, consensus mechanisms, smart contract[21, 22] ,
and other technologies[9] . These technologies are
skillfully combined with databases to form an open
distributed “ledger” that is not controlled by a single
organization. The ledger can effectively record, transfer,
store, and display new data[10, 11] . Moreover, the
blockchain is mainly composed of a P2P network, ledger
structure, and consensus mechanism. The distributed
ledger is open throughout the network and is managed in
a decentralized manner. User nodes on the entire network
reach consensus through a consensus mechanism. The
blockchain network is jointly controlled by all nodes,
and changes will only take effect if most users agree.
Each node stores a copy of the distributed ledger

Transaction ID

Identity ID

Fig. 1

Uaddress

3

locally, which copies all legal transactions and consensus
transactions in the P2P network. Any node can find
the user’s transaction information through the local
ledger. The transaction records stored in the blockchain
are the corresponding data in the blockchain ledger. The
blockchain transaction data structure is shown in Fig. 1.
Tx id represents the transaction ID. IDi represents
the identity ID of user i , which is used to identify the
user. Uaddress represents the user’s blockchain address,
also known as the hash public key. The identity ID
corresponds to the user’s blockchain address and is the
credential that uniquely identifies the user information.
The operation means the identity authentication process,
including the registration operation (RE) and identity
authentication operation. The signature indicates that the
user signs the identity authentication information group
through the private key and authenticates the signature
stored in the blockchain node through the user’s public
key during the authentication phase[12] .
The blockchain structure is divided into two parts:
the header and body. The block header is linked to the
previous block, which can provide tamper resistance
and integrity protection for the blockchain database.
The block header mainly includes the version number,
previous block hash value (Prev-Hash), Merkle tree, time
stamp, and relevant data (e.g., nonce) participating in the
consensus mechanism. The block body mainly stores
related transaction records (T x) and all data records that
have been verified during the block creation process.
The blocks verified by the nodes will be added to
the original blockchain in a chronological order, and
the blocks are connected by a hash value, which is
the unique identifier of the original blockchain. The
new block can find the block connected to the original
blockchain through the Prev-Hash value recorded in the
block header. There are constantly new blocks to find
the previous block in this way, thereby forming a chain
structure. The chain is called the blockchain[13] .
2.2

Identity authentication technology

Authentication is vital to all forms of remote
communication[23] . Before the advent of the blockchainbased identity authentication technology, traditional
identity authentication technology was mainly based on
Transaction
operation

Blockchain transaction data structure.

Signature
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a PKI[24, 25] . PKI is a technology of identity certification
and privacy protection. It binds the identity and public
key utilizing digital certificates issued by trusted
institutions.
Using a private key signature can prove user identity,
whereas using a public key encryption can protect data
privacy. PKI issues digital certificates to public keys
and related user identity information to achieve the
integrity, non-repudiation, and confidentiality of identity
authentication of entities in communication.
However, there are some problems with the identity
authentication mechanism of PKI. Specifically, data
islanding exists between modules, and data cannot be
shared and communicated. Moreover, the centralized
management system model has a high risk of data
leakage, inconsistent data authentication formats, and
security levels.
With the continuous improvement and development of
the blockchain, the advantages of the blockchain in the
field of identity authentication gradually appear. There
were many shortcomings in the primitive blockchainbased identity authentication schemes, most of which
use the Bitcoin blockchain.
First, these schemes separate sensitive identity data
from the blockchain storage (usually stored at the
client terminal) so that the blockchain only serves as
a verification function. Second, the Bitcoin platform is
open to everyone, and the security issues are not fully
guaranteed. Lastly, each write requires a verification of
all nodes to synchronize the blockchain database, which
is time-consuming.
With the continuous deepening of the research on
the application of blockchain to identity authentication
technology, the blockchain-based identity authentication
technology has gradually gained recognition.

authentication, the identity registration certification
center is linked through the identity authentication
interface layer. The identity authentication interface
layer is linked with the blockchain network through
the blockchain Software Development Kit (SDK) to
implement data transmission and interaction.
The Identity Registration Certification center (IRC)
is responsible for generating a private key for the
user during the registration phase, calculating the
corresponding public key, and using the user’s private
key to sign his/her identity information group M . In the
authentication phase, a public key is used to verify the
identity information group M stored in the blockchain
distributed storage system.
The blockchain network consists of a Blockchain
Server (BS) and a distributed storage system. The
BS mainly includes node management, consensus
mechanism management, and distributed storage
functions. The BS is responsible for verifying the validity
of the user’s blockchain address Uaddress and the data
interaction with each node in the blockchain network.
In the registration module, users enter registration
identity information and use cryptography and consensus
mechanisms to make registration information store on
each node of the blockchain network.
In the authentication module, the user enters the
identity information for a successful registration and
performs identity authentication on the BS. If a
user’s identity authentication is successful, all the
user’s identity authentication records will be stored
in the blockchain node corresponding to the user,
thereby broadcasting consensus to the entire blockchain
network. The structure of the blockchain-based identity
authentication scheme is shown in Fig. 2.

3

In the user’s identity registration phase, an aggregate
digital signature scheme is used to generate keys and
signature. The IRC generates a private key for the user
applying for registration, calculates the corresponding
public key from the private key, and calculates the
corresponding blockchain address of the user based on
the public key. If the blockchain address is verified
to be valid, then the user’s private key is used
to sign the identity information group. Then, the
identity information and related operation records of the
successfully registered user are stored in the blockchain
network.
As shown in Fig. 3, the specific process of the user

3.1

Design of Identity Authentication Scheme
Based on the Blockchain
Identity authentication scheme based on the
blockchain

The blockchain-based identity authentication scheme
authenticates the identity of the user who submitted the
reviews. Only after a successful identity authentication
can the user submit reviews to the service vendor
and store them in the blockchain. The identity
authentication scheme consists of an identity registration
and authentication center and a blockchain network.
When the user performs identity registration and

3.2

Identity registration module
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Blockchain SDK

Blockchain SDK

Blockchain network
Distributed storage
system

Blockchain server

Fig. 2

Structure of the blockchain-based identity authentication scheme.
Blockchain network
Identity
registration
certification center

User

Blockchain
server

Blockchain
node

(1) Enter the identity ID, PW;
Generate a random prime number q

(2) Generate corresponding
public and private keys, and
generate Uaddress according to
the public key

(3) Send the Uaddress and check the
validity

(4) Send user private key Xi
(4) Send valid Uaddress
(5) Use the private key Xi
to sign the user identty
information group
(6) Send identity ID, PW, Uaddress;
sign identity information group

Fig. 3

Be stored in
blockchain nodes and
broadcast the entire
blockchain network

Workflow of the identity registration module.

during the identity registration module is as follows:
(1) The user makes a preliminary registration request
on his/her mobile terminal. Specifically, the user Ui
enters his/her identity IDi , password PWi , identity
registration information RE, and a random prime number
q for registration operation and transmits them to the

IRC through a secure channel. When the user performs a
registration operation, the mobile terminal automatically
allocates and selects the prime numbers q and the
original root ˛ of q.
(2) After receiving the information transmitted
by the user, the IRC uses the random integer
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generation function Gen. / to generate a random integer
Xi (1<Xi <q 1), which is used as the private key of
user Ui . Then the IRC calculates the user’s public key
Yi D ˛ Xi mod q, which is based on the random prime
q and the primitive root ˛ assigned by user Ui .
The user’s identity IDi corresponds to his/her public
and private key pair. Because the length of the user’s
public key at this time is not fixed, a hash function H.Yi /
is performed on the user’s public key to obtain a fixedlength user’s public key, which is denoted as Hpk . At this
point, Hpk can be used as the user’s blockchain address
Uaddress .
(3) When the BS receives the user’s IDi ; PWi , and
Uaddress sent by the IRC, it checks whether the blockchain
address corresponding to the user Ui already exists.
 If Uaddress corresponding to the user IDi already
exists, then the registration fails.
 If Uaddress corresponding to the user IDi does not
exist, then the registration is successful.
(4) The IRC and the BS transmit the private key Xi
and Uaddress to the user IDi through a secure channel,
respectively. The private key is used as an important
identifier of the transaction, and the user needs to keep it
properly.
(5) After a successful registration, the IRC forms the
user Ui ; PWi , and REi into a user identity information
group (IDi j PWi j REi ) and records it as M . The user
Ui uses his/her private key Xi to sign the identity
registration information group M as i according to the
following digital signature scheme. The IRC performs
the following steps to sign the identity information group
M.
 Calculate Ki D ˛ ki mod q, Si D ki C Xi C
H1 .Mi / mod q, where 8ki 2 Zq ; H1 W f0; 1g ! Zq .
 Get M ’s signature  D .Ki ; Si /.
(6) The IRC connects to the BS and transmits
IDi ; P Wi ; Uaddress , and i to the nodes of the
blockchain network through a secure channel. After
receiving the above information sent by the BS, the
blockchain node N1 or N2 composes a transaction record
and attaches the transaction number Tx id and then
broadcasts it to the entire blockchain network. After
the consensus mechanism, the nodes that have the right
to keep records of transactions received within a certain
period are recorded in new blocks, forming a brand new
blockchain.
3.3

Identity authentication module

The user identity authentication module can be divided

into two phases. First, the user’s current blockchain
address Uaddress0 is compared with Uaddress stored in the
decentralized blockchain network during registration.
Second, the user’s public key is used to verify the identity
information group M that was signed in the blockchain
during registration. If the authentication is successful,
then the user’s identity authentication is successful. As
shown in Fig. 4, the basic flow of the user identity
authentication module is as follows.
Step 1: The user performs identity authentication on
his/her terminal application. That is, the user Ui enters
his/her own identity IDi , password PWi , and the current
address for identity authentication operation, and then
transmits the above information to the IRC through a
secure channel.
Step 2: After receiving the user’s IDi and Uaddress0
transmitted by the IRC, the BS sends Uaddress0 to each
node in the blockchain through a secure channel. Then,
the BS searches for Uaddress stored in the blockchain
distributed storage system during the registration
according to the user IDi and determines whether
Uaddress0 is equal to Uaddress . Accordingly, the following
two situations will occur:
 If Uaddress D Uaddress0 , it means that the current
blockchain address of the user is the same as the
blockchain address stored in the blockchain node. Hence,
proceed to Step 3.
 If Uaddress 6D Uaddress0 , it means that the current
blockchain address of the user is different from the
blockchain address stored in the blockchain node, so the
authentication fails. Hence, re-enter the user information
and go to Step 1.
Step 3: If Step 2 is successful, then the BS will receive
the signed identity authentication information group M
from a node Ni in the blockchain network through a
secure channel.
Step 4: After the IRC receives the signed identity
information group M , it uses the public key Yi to verify
the validity of the signature i D .Ki ; Si /,
˛ Si D Ki C Yi C ˛ H1 .Mi / mod q
(1)
 If the equation holds, then the signature i is valid
and the identity information group M of the user Ui is
consistent with the registration information stored in the
blockchain distributed storage system. Therefore, the
user identity authentication is successful.
 If the equation does not hold, then the signature i
is invalid and the identity information group M of the
user Ui is inconsistent with the registration information.
Hence, the user identity authentication failed. Proceed
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(2) Send identity ID and Uaddress′

Whether the
Uaddressʹ is equal to
the Uaddress

(3) Send identity information group
M signed by the private key Xi

If Uaddressʹ =Uaddress

(1) Send identity ID, password PW, and Uaddressʹ

(4) Use the public key Yi to verify the validity
of the signed identity information group M

Be stored to the

(5) Send identity authentication result
(6) Store the identity information group
M and the current Uaddress in the
corresponding blockchain node

Fig. 4

Workflow of the identity authentication module.

to Step 1.
Step 5: If Ui ’s identity authentication is successful,
then the IRC sends an identity authentication success
message to the user Ui through a secure channel.
Proceed to Step 6.
However, if Ui ’s identity
authentication fails, then the IRC sends an identity
authentication failure message to the user Ui through
a secure channel.
Step 6: The IRC sends the identity authentication
information group M , Uaddress0 , and the user identity
authentication record to the BS through a secure channel.
Next, the blockchain node N1 or N2 composes a
transaction record and attaches the transaction number
T x id and then broadcasts it to the entire blockchain
network. After the consensus mechanism, the nodes
that have the right to keep records of the transactions
received within a certain period are recorded in new
blocks, forming a brand new blockchain.
3.4

entire blockchain
network throuth a
consensus
mechanism

Security analysis of the identity authentication
scheme based on the blockchain

The security of the blockchain-based authentication
scheme mainly consists of the security of the convergent
digital signature scheme and the security of the
blockchain technology in the identity registration and
authentication module. The security of the identity

registration module and identity authentication module
is based on the signature and authentication part of
the convergent digital signature scheme. It has been
proven that under the unforgeability of the message
attack security model, the attacker cannot destroy
the given signature scheme. Therefore, when a user
performs identity registration and authentication through
a blockchain-based identity authentication scheme,
an attacker cannot illegally obtain the user’s identity
information group M , thereby ensuring the security of
the blockchain-based identity authentication scheme.
The identity authentication registration center and
blockchain network exchange data through the
blockchain SDK to ensure the security of the user
identity information. Blockchain-based features, such
as collective maintenance, decentralization, security,
credibility, reliable database, and anonymity can better
ensure the security of the entire blockchain-based
identity authentication scheme.

4
4.1

BCSE Model
Framework design of the BCSE model

Combined with the identity authentication scheme in the
previous section, this paper proposes a BCSE model.
The proposed model combines the aggregate digital
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signature scheme and the blockchain to ensure the
security of the identity registration and authentication
process. Moreover, the model stores the relevant records
of authentication in the blockchain. Only users with
successful identity authentication can submit reviews
and store them in the blockchain to ensure the credibility
of the service vendor’s evaluations.
The user registers and authenticates the identity
information through the identity authentication scheme
based on the blockchain to ensure the authenticity
of the user’s identity. The review submission module
is responsible for storing the user’s reviews in the
blockchain distributed storage system. The review
publicity module is connected to the blockchain network
through the blockchain SDK. Other users can view the
service reviews received by the service vendors and the
identity authentication records of related users through
the blockchain browser. The framework structure of the
BCSE model is shown in Fig. 5.
4.2

Review submission module

To ensure the authenticity of the user’s review for the
service vendors, any user who submits a review needs
to be authenticated. After confirming the validity of
the user, the service vendor will temporarily store the
local review content in the blockchain, and the user’s

review for the service vendor is successfully submitted.
When other users make service choices, they can use the
review publicity module to view the authentic reviews
that the service vendor receives. Potential users can
choose the service vendor that suits them best based on
the reviews of other users. The workflow of the user’s
review submission module is shown in Fig. 6.
(1) After receiving the service from the service vendor,
the user submits the service review to the service vendor,
and the service vendor will temporarily store the review
received locally.
(2) The service vendor looks up the user’s service
consumption record locally according to the user’s
identity ID to ensure that the user is a real consumer.
A user’s consumption record can only correspond to
submit one service review to the service vendor.
(3) Only users who have verified the actual
consumption record by the service vendor can
enter the identity authentication module for identity
authentication. Then the identity authentication result is
sent by the identity authentication module to the service
vendor.
 Users who are not authenticated will register
and authenticate in turn. After the user’s identity
registration and authentication are successful, the
identity authentication module sends a confirmation
Identity registration
certification center

User

Trusted service evaluation model
Identity
authentication scheme

Review submission
module

Review publicity
module

Blockchain SDK
Blockchain network
Blockchain server
Consensus
mechanism

Distributed
ledger

P2P protocol

Distributed storage system
Node

Node

Fig. 5

Node

Framework of the BCSE model.

Node
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authentication
scheme based
on blockchain

Service

User

9

vendor

Blockchain
node

User submits reviews of service
vendor

Service vendor
temporarily holds
review locally
Identity authentication

Send identity authentication result
If the user is not authenticated, enter the
identity registration module for identity
registration
If the authentication is successful, the service vendor stores the user's
review in the blockchain, and the review submission is successful

Fig. 6

Workflow of the review submission module.

message to the service vendor. The service vendor
stores the service review temporarily stored in the
corresponding blockchain node according to the
blockchain address generated by the user registration.
Then, the review will be publicized and broadcasted to
the entire blockchain network. Therefore, the service
review will be submitted successfully.
 If the user is successfully authenticated, the
operation is similar to the previous step. The identity
authentication module sends a confirmation message
to the service vendor. The service vendor stores the
service review temporarily stored in the corresponding
blockchain node according to the blockchain address
generated by the user registration. Then the review will
be publicized and broadcasted to the entire blockchain
network. Therefore, the service review submitted
successfully.
4.3

Review publicity module

Review publicity refers to other users or regulatory

User

agencies who view the user’s review content and identity
authentication information. The users and institutions
inspecting through the review publicity module do not
have a direct connection with each other. They are all
independently connected to the blockchain nodes to
obtain data, which increases the reliability of the data.
The blockchain browser in the review publicity
module is a website page used to display the status
of the blockchain and store information. The review
publicity module communicates with the blockchain
network through the blockchain SDK and receives the
latest blockchain information. The review publicity
module can implement functions, such as querying
review content and related information, querying user
authentication operation records, and auditing historical
records. The blockchain browser provides trusted data
transfer through the hypertext transfer protocol secure,
which is convenient for users to check related public
information. The workflow of the review publicity
module is shown in Fig. 7.

Review publicity module

Regulatory
agencies

Blockchain SDK

Blockchain browser

Fig. 7

Workflow of the review publicity module.

Blockchain
network
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After logging in the review publicity module, users
or regulatory agencies enter the relevant information
that they want to query. The review publicity module
connects to the distributed storage system of the
blockchain network through the blockchain SDK,
searches for relevant information, and feeds back to users
or regulators.

5
5.1

Performance Analysis
Security analysis

In the BCSE model proposed in this paper, the service
review submitted by users with a successful identity
authentication is considered to be authentic. Successfully
submitted service reviews are stored in the distributed
storage system of the blockchain network. Based on the
characteristics of the blockchain, these service reviews
are immutable. Therefore, the security analysis in this
paper is only intended for the authentication scheme
part.
Users can only submit reviews to the service vendors
after confirming that they have actual consumption
records. The relevant records generated by users during
the registration and authentication phases are stored
in the blockchain in the form of transactions. The
relevant records cannot be tampered with, which ensures
the authenticity of the review received by the service
vendors.
In the identity authentication scheme based on the
blockchain, a convergent digital signature scheme is
used to generate keys. The user’s private key is used
to sign its identity information group which is stored
in a decentralized and immutable blockchain network.
In the registration module, the security of the identity
information group signed by the user’s private key is
guaranteed, which can effectively prevent malicious
users from obtaining the registration information of
legitimate users and other common network attacks.
The security analysis of the identity authentication
module mainly includes two stages. First, whether the
user’s current blockchain address Uaddress0 is consistent
with the address Uaddress stored in the blockchain
is verified. If the two blockchain addresses are the
same, then the user’s public key is used to verify the
signature identity information group M stored in the
blockchain. If the verification is successful, then the
user identity authentication is successful. After the two
authentications in the identity authentication module,
common identity authentication attacks, such as manin-the-middle attacks, can be effectively avoided. The

following subsections analyze the security of the trusted
service evaluation model proposed in this paper against
four specific attacks.
(1) Denial-of-service attack
The BCSE model adopts a point-to-point distributed
network architecture. If a node in the blockchain network
fails, then it will not affect the normal operation of the
entire service evaluation model, so there is no single
point of failure. Compared with other trusted service
evaluation models of centralized system architectures,
once a node fails or is attacked, users connected to the
failed node cannot enter the service evaluation model.
Therefore, the BCSE model can effectively resist the
denial of service attacks.
(2) Insider attack
An internal attack refers to a malicious attack initiated
from the system by an attacker in the process of a user
submitting a comment. When the user performs identity
authentication according to the identity authentication
scheme, the user enters the login password. Then, the
identity registration and authentication center signs the
user’s identity information group M . We suppose that
the attacker eavesdropped on M . The attacker cannot
decrypt the user’s identity information as the hash
function in the signature scheme is one way and has
an anti-collision function. Therefore, the blockchainbased identity authentication scheme can effectively
resist internal attacks initiated by attackers.
(3) Password guessing attack
A password-guessing attack refers to the attacker
stealing the identity information of legitimate users by
eavesdropping or other means. When a user performs
identity registration, it is assumed that an attacker
overhears information, such as IDi and PW. Because
the user’s private key is generated by a random function
Gen. / of the identity registration center, the attacker
cannot obtain the private key of a legitimate user.
When a legitimate user authenticates, an attacker cannot
successfully pass the identity authentication as he cannot
obtain the user’s public key and blockchain address.
Therefore, the blockchain-based identity authentication
scheme can effectively resist password guessing attacks.
(4) Sybil attacks initiated by legitimate users
When a successfully authenticated legitimate user
submits a comment to its service provider, the service
provider will check the user’s consumption record
locally. The user’s consumption record can only
correspond to one service review submitted to the
service provider. It is forbidden for the same user to
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5.2

Experimental scheme and result analysis

In this section, the running efficiency of the BCSE model
is verified by simulation experiments. We define two
indexes to analyze the performance of the proposed
model.
 Evaluation Submission Delay time (SD): When a
user starts submitting an evaluation, the authentication
time successfully is generated in the blockchain network.
 Evaluation submission Success Ratio (SR): It is the
ratio of the users to the total number of reviews generated
in the blockchain.
 Cooperation Overhead (CO): It is defined as the total
time cost that comments are submitted by all users in
each group.
In this section, 100 impersonal users who submit
evaluations are assigned to the same service provider.
The simulated users are randomly divided into 5 groups,
corresponding to five evaluation submission virtual
machines. After each user submits the evaluation, the
average SR and SD of the five groups are calculated
for the performance analysis. The SD is calculated based
on the average of the users who successfully submit the
evaluation in each group.In the simulation experiment, the
mature Hyperledger Fabric 1.0 blockchain technology
is applied. Hyperledger Fabric 1.0 is a new generation
of distributed ledger trading application platform that
can be applied to different applications and provides
switchable and extensible components, including
consensus algorithms, encryption security, intelligent
contracts, and other services.
The experimental scheme settings are as follows:
Five evaluation submission virtual machines adopt the
same configuration, and each virtual machine installs
the Hyperledger Fabric network through Docker. Then,
the blockchain browser is installed, the blockchain
SDK is encoded, and the authentication scheme is
run. Blockchain SDK is actually designed to facilitate
data exchange with Hyperledger Fabric. Other users or
regulatory agencies can access the evaluation publicity
module through the blockchain browser to verify the
implementation.
In the analysis of the experimental results, the
performance of the service model is judged by the

SD, SR, and CO. In group experiments, the proposed
BCSE model is compared with TESE[16] , bTSE[17] , and
SEER[20] models. The bTSE model enables users to
distribute and cooperatively submit their reviews in an
integrated chain form using hierarchical and aggregate
signature techniques. It restricts the service providers
to reject, modify, or delete the reviews. Thus, the
integrity and authenticity of reviews are improved. The
SEER model is a secure and efficient service review
system to enable user feedback. Each service provider
independently maintains an SEER system for itself,
which collects and stores user reviews about its services
without requiring any central trusted authority.
The simulation experiment results are shown in
Fig. 8. The experimental results intuitively show that
the average evaluation delay time of the BCSE model
is 15 ms lower than that of the TESE model, and the
performance is improved by approximately 14%. The
average evaluation delay time of the BCSE model is
40 ms lower than that of the bTSE model, and the
performance is improved by more than 40%. The
average evaluation delay time is approximately 30 ms
lower than that of the SEER model, and the performance
is improved by 35%. Therefore, in a social network with
a larger network scale and a larger number of users, the
BCSE model maintained by the blockchain can play an
advantage and has a lower average evaluation delay time.
The experimental results in Fig. 9 prove that the SR
is related to whether the user can pass the identity
authentication. The user with a successful identity
authentication has an evaluation submission success
rate SR of 100%. Thus, users with a successful identity
authentication can store their service evaluation in the
135
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submit reviews to the service provider repeatedly to
prevent collusion between the user and the service
provider. Therefore, the trusted service evaluation model
can effectively prevent Sybil attacks launched by the
successfully authenticated users.
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Fig. 8 Comparison of the average SD of the BCSE model
and other models.
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Fig. 9 Comparison of SR between the BCSE model and
other models.

blockchain.
Figure 10 depicts the total time cost relationship
between the proposed model and the other three models.
The results show that for the total time cost of all users
in each group to submit comments, the cost of the BCSE
model is the least, whereas those of other three models
are slightly higher. As expected, the more successfully
authenticated users in each group, the less cooperation
overhead of the entire comment submission.

6

Conclusion

This paper proposes a distributed BCSE model, which
consists of a blockchain-based identity authentication
scheme, an evaluation submission module, and an
evaluation publicity module. The user’s identity
registration and authentication records and the evaluation
of the service provider are stored in an immutable
BCSE
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Fig. 10 Comparison of CO between the BCSE model and
other models.

and decentralized blockchain network. The blockchain
maintains the received service evaluation to ensure the
authenticity of the evaluation. Other potential users
can view the service provider’s service evaluation
through the evaluation publicity module to make their
own service choices. The security analysis shows
that the identity authentication scheme based on the
blockchain can effectively guarantee the authenticity
of the evaluation user’s identity, thereby ensuring the
authenticity and credibility of the service provider’s
evaluation. The experimental results show that this
trusted service evaluation model can obtain a low
comment submission delay time while ensuring the
credibility and authority of the service evaluation. In
the future, we will further consider how to ensure the
stability of the performance of the service evaluation
model, especially in the face of a large and increasing
number of service providers.
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